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Introduction

There is a large mechanism that exists behind the scenes that keeps us all safe and comes to our aid when we are in desperate need.  That is the 911 Emergency Response System.  As expected with such an important system, it is full of complexities and several diverse technologies, both old and new.  The stakeholders of this system include every person in the US.  Those more constantly impacted by the technologies of the system are firemen, dispatch operators, emergency medical staff (EMS), first responders, and police.  This paper focuses on the ethical and societal issues brought forth by the technologies of this system with regards to medical emergencies.  As such, the stakeholder groups discussed are dispatch operators, EMS and first responders.  The technologies that carry ethical concerns with them are outlined and presented in the following order: the 911 system, EMS response technologies and EMS transfer technologies.
The 911 System

From an early age, Americans are taught to call 911 when we need urgent help from the police, fire department, or hospital.  However, most people have no idea what happens to their call once it is made.  Most assume that the call just gets routed “somehow” to the right place.  The details of this routing are important to the stakeholder groups mentioned earlier and form the groundwork for many of the devices they work with.  Before the advent of cellular phones, there was only one path that calls took on their way to the 911 dispatcher.  These are from in-building phones, called “land lines.” This path is shown below in Figure 1.
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Figure 1: The “land line” 911 System
A 911 call originating from the house on the left side of Figure 1 would be routed by the phone company to the 911 database in Denver, Colorado.  The 911 database is maintained using the MSAG or Master Street Addressing Guide.  This database contains a mapping that can convert any active “land line” phone number into a street address.  It also contains the name of the current resident.  This database is generated with the help of phone companies and developers.  If a new street is constructed, new unfilled address entries are made in the database with information provided by developers.  When a resident activates a phone line at an address, the phone company updates the information in the database for that address.  
Once the 911 database receives a call, it determines which police precinct should handle the call and then routes the information to that precinct.  The Ames police station has a Lifeline 100 to receive the information from the database.  It adds some locally gathered and stored information to what was received from the 911 database.  The Lifeline then forwards this enriched information onto the computer aided dispatch.  This is the machine that 911 human operators interact with.  When the 911 operator is alerted of a call, they pick it up on their phone and talk with the person who initiated the 911 call.  The operator determines what the problem is by talking to the person and decides if police, fire, or medical units should be sent.  If medical units need to be sent to the scene, the 911 operator calls a Mary Greeley dispatch operator.  The Mary Greeley dispatch operator then determines which ambulance crew to send to the scene.  Currently, crews from Mary Greeley do not get prior information about the person who called and must determine needed information (like drug interactions) on-site.
Once cellular phones were introduced, a new conduit for 911 calls was opened.  Cell phones are problematic for the existing system because they are not tied to a physical location.  As a result, there are not any address entries for cell phone numbers in the 911 database.  When a 911 call is made from a cell phone, it travels to the nearest cell tower (like any other cell call).  It then gets routed by the phone company (often through a third-party database) to the appropriate police precinct.  The cell calls are then received by the Lifeline 100 and routed to the 911 operator.  The 911 operator finds out the approximate location of the person by talking to them.  New technology implemented in large cities but not yet available to Ames will automatically provide the location of the person making the cell call.  The technology uses triangulation between cell towers to get an approximate position.  Without this technology, the 911 responders have to try and find the person if the operator cannot get the location over the phone. 
Issues with the 911 System

The 911 system receives calls from the following four sources, and there are serious ethical issues involved with each of these systems:

· Cell phones
· Landlines
· OnStar system installed on vehicles
· Auto-dialers installed in different equipment
The mobility of the cell phone poses both convenience and inconvenience in the 911 system.  The inconvenience often comes from locating the user of the phone if the caller is unable to leave further message, besides just managing to somehow make the 911 call. Cases like this can emerge if someone is in a serious health distress like going through a coronary arrest on road. Although the tower can be tracked, the system basically follows the same route as that of a call received from a landline after the call reached the Lineline 100 system, where the process is initiated to check the address and details of the caller with the database kept at Denver. Now, the 911 dispatcher is contacted in the local area of the base station but they will end up receiving details of the cell phone from the area code where the cell phone is registered. But the call is generated from a local base station or tower which can be geographically miles apart from the local registered area code of the cell phone. So, if an immediate medial assistance or police dispatch is required, then it could cause an inconvenience since the dispatchers have to decide on their own which data to be used to pursue the call:

· The local area code and address details of the cell phone as received from the Denver database or

· The local area of the base station/tower from where the call has been forwarded. 
This can lead to some lag in time for decisions and also for confirming the exact tower location for the cell phone, because this involves contacting the cell phone providers for locating the transmitting towers and so on. 

But in case of a call from a landline, the details received from the Denver database is enough with regards to address and location of the originating call. This means an immediate dispatch can be released by the 911 operators. 

The database of addresses relating to the phone numbers is maintained by the 911 system at Denver. The data source to the 911 system is mostly the large land line and cellular service providers like Qwest, AT& T, T Mobile.
Now if a user wants his number to remain unlisted, provides false address or does not provide an updated address to the service provider then basically the database maintained by the 911 system at Denver is flawed, since the tracking system would not be able to correctly query an address based on the originating phone number. So although having a number as unlisted can be a convenience to the consumer, it could also be a huge inconvenience in terms of tracking back the details of the caller.  The convenience of cell phones for the consumer is clear – help can be called anywhere. 

Ethical issues arise in certain features that are built in cell phones. There are ways by which one can hide their caller identification when making a phone call. In terms of a 911 call this would be a huge inconvenience for the 911 system since tracking this call would be difficult and it poses an unnecessary inconvenience for the 911 system.

False alarms and bogus calls
Cell phones -

This is an issue of serious concern for the 911 system, especially with regards to cell phones.  Every month the 911 system receives hundreds and thousands of false calls generated from cell phones. This is basically due to certain convenience features that are built in handsets but regularly abused by the users. Features like one touch dialing, single number distress calls, and calling 911 if a keypad is held for a certain duration end up dialing 911 unnecessarily. This causes extreme stress on the system since each of these calls is treated with the same amount of importance as a real distress call. This unnecessarily ties up the 911 dispatchers and the 911 lines; and when we are talking about an average of around 10,000 911 calls received by an average of two dispatchers, this is quite a big issue
!

Landlines – 

Bogus calls from landlines are mainly generated by children playing with phones and, by mistake or curiosity, dialing up the 911 number. Often calls are received from mentally challenged people who get anxious of their health condition and end up dialing 911 even though there is no serious emergency involved. But the impact of such calls is relatively small when compared to the issue of bogus calls originating from cell phones.

OnStar Systems –

A new problem has been added to the list with the inclusion of the OnStar system in vehicles. Often people are not used to the system and they end up generating a 911 call when they are just fiddling around with the buttons and the options. The system is used by the consumer in a very casual manner, yet the call when received at the 911 end is treated with the same importance as any other distress call.  Another problem is that the 911 responders do not know the license plate or location of the vehicle; they only know the color, make and model.  As a result, they must stop every matching vehicle until they find the caller’s vehicle.  Thus, these bogus calls end up being a serious abuse to a system which is immensely important for society.
Issues with PBX/Centrex systems in an apartment complex
Apartment complexes which use a PBX system to provide phone service to its units only publish one phone number to the outside world. If a distress call is generated from one particular apartment and the call is routed to the 911 system through the complex’s PBX system, then it is impossible for the 911 system or the dispatchers to find out the exact apartment number. They can only figure out that the call is generated from the owner of the PBX system. Thus, if police are dispatched to check it out, then they have no option but to make an apartment to apartment query to find the caller. This is not only a big inconvenience for the enforcement officers but also for the caller who might be in need of emergency assistance.  As a result, there is a serious debate going on to force complexes to implement systems compliant with the 911 requirements. 

Auto-dialers installed in equipment -

Often equipment like industrial ice machines for ice rinks has automatic distress dialing systems in case of failure. Although it needs to be programmed so that the technician/vendor is notified if something goes wrong, often it is incorrectly programmed which ends up auto dialing 911. There have been issues with the Ames Police station regarding such equipment. These are nothing but inconveniences and burdens for the 911 system. But the good thing is that these are now considered as violations of law and the enforcement authorities can take serious action against such misuse and can impose hefty fines. 

Issues for medical dispatch

It was reiterated again and again that medical response teams who are dispatched on the basis of a 911 call are not supposed to enter premises which are not safe for them. For example, if there is a call for domestic abuse or violence, then the medical personnel need to reach the location, but wait for the law enforcement officers to secure the area first. Even though ethical issues arise as to the time that may be wasted because of this, it needs to be remembered that the safety of these medical personnel are equally important if not more, for them to provide the high quality of service needed. 

Issues with chemical leaks, weapons, unknown substances
911 responders are required to use due diligence and caution when dealing with volatile substances and situations which are considered extremely risky and dangerous. In such instances, even if it causes delay, they need to ensure that greater security breach or risk is not incurred if hasty actions are taken. 

The latest equipment, gadgets and technology try to make life easier than ever by providing safety systems and features.   A simple misuse of such conveniences can lead to a lot strain for the 911 system.  It must be kept in mind that the 911 system is a service of immense importance, and carelessness of people can make such a convenient and life-saving system less effective. 

EMS Response and Dispatch
If an emergency call is deemed to be medical in nature, the call is routed to the nearest hospital or ambulance dispatch location.  This is done so that medical staff can respond directly to the medical needs of the patient by giving advice.  For example, the medical staff could advise the patient to take some medicine – Aspirin in the case of a heart attack – or position the body in a certain way.  The hospital stays on the line as long as is necessary.

As with any situation where sensitive information is communicated, privacy is a primary concern.  Standard phone lines are not encrypted, but we believe that is relatively well-known among the general population.  For internal communication, EMS technicians assure us they take personal privacy very seriously and have encryption protocols in place to minimize leakage of private medical data.  However, any unencrypted emergency broadcast radio traffic or standard phone communication can easily be eavesdropped.  

The first people to be dispatched to the scene are First Responders.  They are often community volunteers who have training in basic life support and do all they can until the police and ambulance arrive.  Because they arrive at the scene so early they can mean the difference between life and death for the patient.
One important issue in the dispatch process is the question of which hospital has jurisdiction over the area containing the patient.  Often the hospital that is closest is the one that dispatches units, but if that hospital is too busy, nearby ones can share some of the load.  Hospitals also make agreements regarding their areas of jurisdiction.

If a particular patient develops a history of prior emergency calls, the response team learns what equipment to bring and how to prepare for the expected problems.  In this situation, this information should be maintained as personal and private and should only be used by the response team to enhance their ability to respond.  Of course, in the case of an emergency, the patient's safety takes highest priority over such issues as priority.  However, emergency response should have frameworks and policies in place to protect this information when possible.  From our conversations with emergency workers, they take this issue seriously and work to protect the privacy of patient information.

Even after the ambulance has departed for the scene of an emergency, a number of technological and societal issues abound. This stage of the emergency response also presents a number of dangers to the responders, both in their travels to and from the scene, and at the scene itself.

Issues with Navigation Technologies

At present, very few technologies are utilized as an ambulance travels towards a call location.  The appropriate application of technology could yield many benefits. One of the greatest such application areas is navigation: at present, in-vehicle navigation is essentially devoid of technology, despite significant gains made over the past decade. Although many districts are upgrading to GPS systems and other navigational technologies, relative few ambulances are current equipped with electronic navigation of any kind. 
Responders must often navigate themselves, often through the use of a large stack of paper maps. In addition to the conventional difficulties in reading paper maps—inconsistent scaling and level of detail between maps, inefficiency of locating and orienting oneself, outdatedness of the road data, unwieldy size, etc—this presents extra difficulties to ambulances. Normal drivers can pull over to ask directions or to examine the map in more detail when in unfamiliar or awkwardly-laid-out areas, or when lighting is too poor and unpredictable to read the map, yet responding crews can afford no such pause. The 911 dispatcher, who maintains loose radio contact with the ambulance, can offer assistance for unfamiliar areas, yet this is hardly a reliable solution. Drivers may have to go off-road for some dispatches, and their paper maps often omit relevant information for off-road areas, such as elevation data or the presence of paths through a forest. They may have to switch to a different map entirely for such data, introducing potentially-costly delays as they adjust to the new layout and re-orient themselves.

The introduction of GPS guidance systems and intelligent maps has had a profound effect in the districts where it has been introduced. Although emergency technicians are often skeptical of the reliability of such systems and wary of the risks of over reliance on technology, nearly all who use them rate them as a very useful supplemental tool. GPS systems have shown themselves to be especially useful in unique, unexpected emergency situations, such as those where emergency workers must transport victims to hospitals outside the ambulance’s normal operating area. Most workers remain wary of over reliance on GPS navigation, and all ambulances carry paper maps as backup, yet reports of system failure are rare. Although not a flawless solution and not a complete replacement for paper maps, GPS navigation has demonstrated an excellent ability to assist in ambulance navigation across a variety of situations.

Other Ambulance Technology Issues

Navigation is not the only potential obstacle between the ambulance and its destination. The road itself, particularly stoplights and intersections, can transform a speedy route into a stop-and-go nightmare. Even with full lights and sirens, emergency vehicles are generally still required to follow some traffic laws (although the laws for emergency vehicles are often far more lenient than those for standard vehicles.) The actual details vary by state: some states relax restrictions on driving speed or signs which must be obeyed, while others grant few special privileges to emergency vehicles. No matter what the laws dictate or which state the ambulance is operating in, however, a responsibility to the public safety is recognized and thus there is a strong focus on avoiding unsafe situations and unnecessary risks. 
One very effective way to maintain safety is to ensure that stoplights at traffic intersections always ensure safe passage for the emergency vehicle by presenting a green light to that direction only. Most—but not all—intersections are equipped with special sensors which can detect a necessary light pattern and change the stoplight to give right-of-way to the emergency vehicle. This, when combined with proper “make way” behavior by other drivers, can yield safe passage through a number of intersections which could otherwise present an unsafe situation. Although nearly all intersections have detectors to support this, not all emergency vehicles are equipped with the necessary emitters, partially due to their expense. Most ambulances and fire trucks do have emitters installed, though, and they are widely regarded as an important way of increasing safety while decreasing response time and requiring no intervention from the responders: a superb example of transparent technology providing an elegant solution to an important challenge.

When the emergency dispatch reaches the target location, they first ensure that the environment is safe and that they will be in no danger. As mentioned earlier, “first responders” (such as police) typically arrive at the scene ahead of the ambulance to gauge the scene and gather information. Responders will almost always wait until police have arrived at a scene before they enter they area, in order to ensure the safety of the emergency technicians, due to the uncertainty surrounding emergency situations. Catch-phrases, such as “chest pains could mean a gunshot wound to the chest,” are sometimes used to communicate the degree to which the initial call may be misleading, and to highlight the necessity of having the scene examined beforehand by police or others trained in handling possibly-dangerous situations, even if it doesn’t seem dangerous. Due to the high number of police cruisers patrolling the roads, officers will almost always arrive well before the emergency technicians, and will be able to secure the scene and possibly begin gathering information prior to the dispatch’s arrival. This information may be passed to the dispatcher, who then communicates the information to the responders en route.

Patient Information Issues

In general, the only information the responders have on the patient when they arrive is that which is passed to them by the dispatcher.  The dispatcher may receive information from many sources, particularly bystanders who called in and any law enforcement officers or other personnel on the scene.  Similar to all levels of the emergency response system, careful consideration of the ethical implications of providing medical records or previous data about patients is important for ensuring their privacy. Such information could be useful in determining the initial equipment to bring from the ambulance, or in having advance notice of patient allergies or medications.  Technicians have indicated that their existing information sources often provide enough information for them to choose wisely. Still, the primary reliance is on communications from the dispatcher, and technologies which put bystanders or other knowledgeable parties in direct communication with the technicians could be beneficial.

As can be expected, issues abound as the technicians begin work on a victim. Nearly all of these issues are addressed by a set of formal rules governing the actions of the response team: the protocol for treatment. The protocol for treatment dictates what the emergency technician can and cannot do, and what he or she needs to request approval for. The protocol covers both procedures and drugs, and will have guidelines set for nonstandard treatments, should the need arise. For example, an introductory-level technician may not be permitted to start an intravenous solution or administer (“push”) certain drugs on a victim without prior authorization, but a higher level technician might not be required to obtain authorization. Authorization is often obtained by the paramedic calling the hospital and speaking directly to a doctor, so necessary procedures will still be performed if the need arises; the important thing is that the protocol is followed at all times. This protocol establishes a formal set of guidelines for behavior and treatment. These guidelines are rigorous enough to prevent unethical abuse of power or position, yet contain mechanisms by which potentially-unsafe treatment may be administered when necessary. This is the framework where ethical issues and limitations are established. By ensuring that the protocol addresses the relevant ethical issues, and that all persons involved follow the protocol, unethical conduct and breaches of trust can be minimized.

Technological and societal issues and considerations remain prevalent throughout the emergency technician response, and continue on after the ambulance transports a patient to the hospital. Just as formal guidelines ensure that the technicians do not accidentally create an unethical situation or breach the patient’s right to privacy, firm guidelines within the hospital ensure the patient is treated properly and uphold his or her rights and expectations. 

EMS-Hospital Transfer

This section examines the HCI issues involved in transferring a patient from Emergency Medical Response care to a Hospital. We discuss the selection of the hospital, the transfer of patient health information, and the use of tech systems for identification.

Selection of the Hospital

When an ambulance picks up a patient, that patient may choose which hospital to be taken to. The type of injury the patient has received may also influence this decision. Some hospitals are better equipped to deal with particular traumas. Also, the distance to
the hospital may play a role as well. 

There have been some cases where third party ambulance services have shown biases or have provided incentives for delivering patients to specific hospitals. One case mentioned in an interview involved third-party ambulances sending patients exclusively to favored hospitals
. One of our interview subjects mentioned an ambulance service that was specially equipped with heating blankets. In this case the unscrupulous technicians used the blankets to keep pizzas warm.  Those pizzas were then delivered to the hospital staff. The subject also mentioned that Medicare incentives have also been abused in some way.

Transfer of Patient Information


Upon arrival, the patient’s information is transferred to the hospital. This information includes identity, vital statistics, and records of the EMTs treatments.  Vital statistics include age, sex, heart rate, electro-cardiogram, pulse-oxidation, and blood tests.  The ambulances include 12-lead electro-cardio monitors. Also, some EMS services will photograph the patients for their records. Others will generate barcode and identity tags to identify the patients. 

Tech Systems

The EMT’s Toughbook is one area of interest for this study. The EMT we interviewed had a custom laptop designed to be impact and water-resistant. This book has inputs for two USB devices and data acquisition cards. The EMT can also fax records to the hospital for expert diagnosis while en-route.

The laptop contains mass casualty database software that can be used to pair ID tags with digital photos.  This mass casualty software is useful when multiple injuries or fatalities are encountered. The laptop could also contain a drug reference manual, but it seems the technicians are aware of most of the medications commonly subscribed.

To summarize this section, patients have preference in determining which hospital to be taken to.  That selection process has been influenced in some cases, however, that does not seem to be a technology issue as much as a human issue. Patient information is
transferred with the patient including a set of statistics, records, images, or barcodes. Finally, the Toughbook provides information and logging tools for the technician. 
Conclusion
The mechanism in place to respond to emergencies is complex and vital.  It has two opposing forces pulling on it.  On the one hand, technology should be available help people access the system easily.  On the other hand, the system cannot be overwhelmed with false calls and still remain effective in both response time and financial viability.  The vexing part is that everything must err on the side of safety, making efficiency decisions tough.  Individuals or phone numbers cannot be blacklisted and turned into the “boy who cried wolf” if they make multiple false calls because there is the chance that the call may be legitimate.  However, as access to the system becomes easier (as with cell phones and OnStar) the potential for abuse increases.  The 911 operators are already swamped with calls and there is not sufficient funding to increase their bandwidth.  Perhaps automated software agents will someday soon help with this problem; but then that opens up another major ethical concern.  Should people’s health be trusted to new and potentially faulty AI programs?  It is a problem that could be debated in the upcoming decades.  As it stands now, 911 operators are doing their best and will continue to do so.  
EMS has it a bit easier than 911 operators because technology is not really making their situation more difficult.  There are a few instances (such as PBX phone systems) that do indeed make their life more difficult, but the solutions to these problems seem closer on the horizon and carry with them slightly less ethical baggage.  Nonetheless, issues do exist for this stakeholder group and will need to be addressed, especially the improvement of both navigation technology and victim location.  This is an area that will soon be experiencing new and exciting changes due to new and powerful technology.  Like any advancement, these changes will bring with them ethical and societal concerns that must be addressed.





























�  Meeting with Charles Cychosz, Ph.D, Support Services Manager, City of Ames, Police Department


� Meeting with the EMT Crew and officials at the Mary Greeley Hospital Emergency Center.
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